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Introduction

ÅReasons for using multiple sensors

ÅRecognizing different multi-sensor architectures

ÅTaking common cause failures into account

ÅPFDAVG and Fault Tolerance calculations for multi-
sensor architectures



Why have multiple devices?

ÅRedundancy 

ÅSeparate hazards

ÅInterdependent

ÅProcess profiles

ÅLocalized problems  



What is redundancy?

ÅServing exactly the same purpose at the same 
point in the process

ÅPossible architectures:

ï1oo3

ï2oo3

ï3oo3
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Separate hazards?

ÅServing purposes that are unrelated or at 
independent points in the process
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Interdependent?

ÅRequiring more than one device to achieve the 
purpose

ÅPossible architectures

ï1oo2

ï2oo2

ïtwo device 1oo1
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Interdependent and redundant?

ÅSimple MooN descriptions of the sensor 
architecture may be inadequate.
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Mixed architecture

Consider Reactor 1

ÅInlet temperatures: TT-11, TT-21, TT-31

ïArchitecture may be 1oo3, 2oo3, or 3oo3 for PFD calcs

ÅOutlet temperature: TT-10

ïArchitecture may be 1oo1 for PFD calcs

ÅVoting block: [TT-10] ï[TT-11]
[TT-10] ï[TT-21]
[TT-10] ï[TT-31]

ïArchitecture may be 1oo3, 2oo3, or 3oo3 for voting

ïTT-10 is a common source of failure 



PFDAVG of sensors

ÅA block reliability diagram shows how calculating 
the PFDAVG should be approached.
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Common cause failure?

ɚ= ɚN + ɚC

ÅɚNïFailure rate from causes that do not result in 
common causes (independent failures)

ÅɚCïFailure rate from causes that result in 
common failures (common cause failures)

ÅɚC = ɓɚ

ÅɚN = (1-ɓ)ɚ



What value for ɓ?

ÅLiterature values:  0.2% to 10%

ÅIEC 61508-6, Annex D:



Impact of common cause?

Consider a typical SIF:

Åɚ= 0.03 failures/yr

Åɓ= 3%

ÅT = 1 year

So

ÅɚC = ɓɚ= 0.03 x 0.03 = 0.0009 failures/yr

ÅɚN = (1-ɓ)ɚ= (1 ï0.03) x 0.03 = 0.0291 failures/yr

ÅFor service with a single device

ÅPFDAVG = ɚT/2 = 0.03 x 1 / 2 = 0.015



Double redundant

ÅDuplex, but without considering common cause

ÅDuplex, considering common cause

Sensor 1

Sensor 2
PFDAVG= (ɚT)

2/3 = (0.03)2/3 = 0.0003

Sensor 1

Common 

Cause
Sensor 2

PFDAVG= (ɚNT)2/3 + ɚCT= (0.0291)2/3 + 0.0009 = 0.00118



Triple redundant

ÅTriplex, but without considering common cause

ÅTriplex, considering common cause

Sensor 3

Sensor 1

Sensor 2

PFDAVG= (ɚT)
3/4 = (0.03)3/4 = 0.00000675

Sensor 3

Sensor 1

Common 

Cause

Sensor 2

PFDAVG= (ɚNT)3/4 + ɚCT= (0.0291)3/4 + 0.0009 = 0.000906



Why use more than three sensors?

ÅProcess profiles

ïTemperature profile in distillation column

ïTemperature profile in packed or fluidized bed reactor

ÅLocalized problem within process unit

ïHot spots

ïLeaks



Process profiles

Temperature profile in packed 
bed reactor

ÅTrips on abnormal profile, calc 
block determines when profile 
is abnormal

ÅNo redundant devicesðeach 
of N devices measures 
different point in the process

ÅMinimum number of devices, 
M, to establish profile

ÅPFDAVG based on MooN

ÅVoting based on single profile, 
so 1oo1
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Typical PFDAVG for process profiles

The number of sensors allowed to fault typically is less than 25%.

Å 4oo5 PFDAVG= 10(ɚT)
2/3

Å 5oo5 PFDAVG= 5ɚT/2

Å 5oo6 PFDAVG= 5(ɚT)
2

Å 6oo6 PFDAVG= 3ɚT

Å 6oo7 PFDAVG= 7(ɚT)
2

Å 7oo7 PFDAVG= 7ɚT/2

Å 7oo8 PFDAVG= 28(ɚT)
2/3

Å 7oo9 PFDAVG= 21(ɚT)
3

Å 8oo8 PFDAVG= 4ɚT

Å 8oo9 PFDAVG= 12(ɚT)
2

Å 8oo10 PFDAVG= 30(ɚT)
3

Å MooN PFDAVG = (N!/(M-1)!/(N-M+1)!)(ɚT)N-M+1/(N-M+2)

Å NooN PFDAVG= NɚT/2



Considering common cause

Temperature profile in packed 
bed reactor

ÅAll required:  10oo10 
PFDAVG = 10ɚT/2

ÅNine required:  9oo10
PFDAVG = 45(ɚNT)2 + ɚCT/2

ÅEight required:  8oo10
PFDAVG = 30(ɚNT)3 + ɚCT/2
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Localized problems

Hot spots in packed bed 
reactor

ÅTrips on any point being too 
hot

ÅEach hot spot treated as 
independent

ÅPFDAVG calcs begin with 
1oo1 architecture
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Geometry

ÅArrangement driven by ability 
to detect hot spot

ÅThere is usually symmetry 
and overlap

ÅWhile tripped on a single 
device exceeding set point, 
frequently not tripped based 
on single fault ïimplied 
redundancy
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Inherent redundancy

ÅAdjacent sensors also act to 
detect the problem

ÅUses all adjacent sensors

ÅOften with more conservative 
set point

For example

Primary:  TT-16 ïSP = 200 C

Secondary:  TT-15 ïSP = 190 C

Secondary:  TT-17 ïSP = 190 C

ÅVoting on sensors is 1oo3, 
1oo2 at the top and bottom
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How to calculate PFDAVG

ÅOnly the primary sensor and 
the nearest adjacent sensor 
are relied on to detect a 
problem at a particular point 

For example, this hot spot 
detected by 

ïTT-16 > 200 C, or

ïTT-17 > 190 C

ÅPFDAVG and fault tolerance 
based on 1oo2

ÅNo credit taken for other 
secondary sensors
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